Abstract: This paper addresses to structures and properties of the cryptographic information protection algorithm model based on NPNs and constructed on an SPnetwork. The main task of the research is to increase the cryptostrength of the algorithm. In the paper, the transformation resulting in the improvement of the cryptographic strength of the algorithm is described in detail. The proposed model is based on an SP-network. The reasons for using the SP-network in this model are the conversion properties used in these networks. In the encryption process, transformations based on S-boxes and P-boxes are used. It is known that these transformations can withstand cryptanalysis. In addition, in the proposed model, transformations that satisfy the requirements of the "avalanche e ect" are used. As a result of this work, a computer program that implements an encryption algorithm model based on the SP-network has been developed.
Introduction
In the Institute of the Information and Computational Technologies, under the authority of R.G. Biyashev there were developed nonconventional algorithms for encryption (including a symmetric block data encryption algorithm), digital signature, and cryptographic key exchange on the basis of non-positional polynomial notations (NPNs) with the bene t of properties of algebraic methods [1] [2] [3] [4] . Besides, the developed methods are exam-ined with respect to their reliability or rather their strength against cryptanalysis.
This paper presents the results of work on modi cation of the encryption algorithm aimed at improving the cryptostrength of the algorithm. The properties of a model developed on an SP-network basis are studied.
An SP-network (Substitution-Permutation network) is a block cipher variation put forward by Horst Feistel in 1971 [5] . A cipher developed on an SP-network consists of an Sbox and a P-box.
An S-box (substitution box) substitutes a block of input bits with another block of output bits. This substitution should be one-to-one to ensure its invertibility. Since an S-box implements a nonlinear conversion, this enables the cipher to withstand the linear cryptanalysis.
A P-box (permutation box) is a permutation of all the bits of a block.
Encryption algorithm based on non-positional polynomial notations and constructed on an SP-network
While developing the encryption algorithm, we used an encryption method based on NPNs, transformations of substitution (S), permutation (P), and so-termed LTconversion. All the four transformations are described below. A software implementation model of the algorithm was developed. A ow diagram of the model is shown in Figure 1 .
Before encryption, any input data are split into 16-byte ore 128-bit blocks. The last block is completed up to the length of 16 bytes, when required, according to a rule speci ed in advance (e.g. with zeroes). The encryption begins with the addition of the rst block of plaintext bits to the respective key bits. Further transformations are as follows. 
. Conversion S
An S-box is used as a nonlinear bijective conversion (substitution table). The S-box is a one-dimensional array consisting of 256 elements. As a rule, S-boxes are included in the transformation function, and they are essential for the encryption algorithm strength. It is important that any changes in the input data of an S-box would change the output data in a random-looking way. The relationship between an input and the respective output should not be linear or easily approximated by linear functions (this very property is used in the linear cryptanalysis) [6, 7] .
Transformation S substitutes each input byte by another byte through the S-box (Figure 2) .
From the scheme of conversion S it is easily seen that encrypting two identical 16-byte blocks of a plaintext results in two identical blocks of ciphertext. This is a weakness hat can be used by a cryptanalyst. In order to eliminate the weakness, an LT-conversion was developed.
. Conversion LT
Developing an encryption algorithm, presumes that the algorithm must be analyzed with regard to its strength against various types of cryptographic attacks. Among the most common standard methods now in use are attacks on the basis of linear and di erential analyses [6] . Essentially, the latter traces the di erences between output bits (in the ciphertext) as a function of di erences between input bits (in the plaintext) at di erent rounds of the base transformation. The precondition to ensure that an encryption algorithm is strong against the di erential analysis is the "avalanche e ect" in the base transformation.
The LT-conversion serves to comply with the requirement of avalanche e ect.
The avalanche e ect is an important cryptographic property for encryption, where a small change in the input plaintext bits or the key results in a drastic change in the output ciphertext bits. In other words, all output bits depend on each input bit. It is known that such encryption algorithms as AES, RC4, Kuznyechik and others use transformations that meet the requirements of "avalanche e ect" to increase their cryptostrength [8] [9] [10] [11] .
Before conversion LT, the bytes of a block are placed in a 4x4 two-dimensional array, as is shown in Figure 3 .
At the rst step, the bytes of the rst row in the array are added to each other modulo 256. The new byte obtained in such a way is stored in the place of the leftmost byte, while the rest bytes are rotated right shift of one position. The procedure is performed four times for the row. As a result, we will get four new bytes in the rst row. We then repeat the operation for each row in the array.
At the next step, the operation above is implemented for the columns of the array. The obtained new bytes are placed here from up to down. After the LT-conversion, the bytes in the array will receive new values.
. Conversion P
For this transformation, the bytes in a block are considered as bits, which are permutated with a specially designed Pbox (a permutation table).
As a result of the bit permutation, the bytes receive new values. After the conversion, the obtained bit sequences are sent to the encryption module. The module encrypts the block of bytes on the basis of NPNs.
Examples that meet the requirements of the avalanche e ect are shown below.
. Description of a nonpositional encryption scheme
As distinct from a classical residue number system, irreducible polynomials over GF( ) serve as bases in an NPN. First of all, an NPN is formed for an N-bit block of electronic message [12, 13] . For this purpose, we choose its working bases, i.e. irreducible polynomials
over GF( ) of degrees m , m , . . . , m S respectively [2] . Polynomials (1) subject to their arrangement constitute a certain base system. All bases (1) are to be di erent includ- ing the case when they have the same degree. The working range of the NPN is speci ed by polynomial (modulus)
of degree m = S i= m i . Therefore, a message of N-bit length could be interpreted as a sequence of remainders α (x), α (x), ..., α S (x) of dividing a polynomial F(x) by working bases p (x) · p (x) · ... · p S (x):
where
In expression (2) remainders α (x), α (x), ..., α S (x) are chosen so that the rst l bits of a message associate to binary coe cients of remainder α (x), the next l bits associate to binary coe cients of remainder α (x), etc., and the last l S bits associate to binary coe cients of α S (x).
To encrypt a message, it is used a secret key of N bits, which is also interpreted as a sequence of remainders resulting from dividing some other polynomial G(x) by the same working bases of the system:
Hence, some function H(F(x), G(x)) is considered as a cryptogram:
In NPNs, a cryptogram is the result of multiplying polynomial F(x) by G(x) . The members of residue sequence ω (x), ω (x), ..., ω S (x) are the least remainders on dividing products α i (x)β i (x) by respective bases p i (x):
The binary form of cryptogram H(x) is as follows. The binary coe cients of residue ω (x) associate to rst consecutive l bits of H(x). The binary coe cients of residue ω (x) associate to further consecutive l bits of H(x), etc. The binary coe cients of the last residue ω S (x) associate the last consecutive l S binary bits of the cryptogram.
When decrypting cryptogram H(x) with a known key G(x), for each β i (x) it is calculated, as follows from (5), a reciprocal (inverse) polynomial β − i (x) under the following condition:
The result is polynomial
inverse to polynomial G(x). The original message then could be calculated according to (5) and (6) through remainders of the following congruence:
The encryption algorithm analysis
Computer-based experiments to test statistical properties of the algorithm ciphertext have been conducted. The developed software package implementing a quality assessment system based on graphical and assessment tests was used to test the output ciphertexts. The results of the statistical analysis of the ciphertexts are detailed in [14] .
The results for each test are represented in the form of histogram per key and per the number of les under study are shown in Figure 6 .
To evaluate if the developed algorithm is secure, mathematical models of cryptanalysis involving algebraic, linear and di erential methods have been designed.
The cryptanalysis is as follows. A system of nonlinear equations is obtained from a function transforming plaintext into ciphertext with a key. Next, a possibility of transition of the nonlinear system to a linear one is considered. The cryptanalysis of the algorithm under investigation was conducted for the cases with known: 1) ciphertext; 2) plaintext and the related ciphertext; 3) plaintext le format; and 4) ASCII-encoded plaintext [5, 6] . When performing the cryptanalysis, it is believed that an encryption scheme has been known in advance. The cryptanalyst needs to derive: -Plaintext and a key from a ciphertext; -Secret key from a plaintext-ciphertext pair.
To conduct algebraic and linear analyses of a nonpositional encryption algorithm, a set of equations is built subject to regularities of ring multiplication.
The results of the linear and di erential analyses were compared against each other with respect to uniformity. Table 2 shows the results for the linear and di erential cryptanalyses of S-boxes for certain known and developed algorithms.
The study results (Table 2 ) suggest as follows. To ensure the strength of S-box against the linear cryptanalysis, the elements of the table obtained during the linear cryptanalysis should take the values close to half the quantity of all possible combinations of input vectors in the binary notation. To ensure the strength of an S-box against the differential analysis, the elements of the table (di erence matrix) obtained during the di erential analysis should take the values close to 1.
The results of the encryption algorithm analysis are detailed in [14] .
Conclusions
A software application to implement the encryption algorithm model has been developed, and the application is currently under testing. To study the statistical security of the proposed algorithm model, it has been developed a software package embedding statistical and assessment tests.
The work on improving and updating the software applications for the encryption algorithm based on nonpositional polynomial notations will continue. A computational model to keep and transfer key information for the algorithm is the next step of our studies.
It is further planned to use a round mode on the algorithm model, and develop a round key generation scheme. 
